BV’s new built in Login system — a brief tutorial.

By Navaldesign — http://www.dbtechnosystems.com

BV now offers a simple PHP, file based Login system. This system allows you to create a member’s archive
and protect your pages so that only registered members can have access to them. | also allows members to
reset their password, in case they have forgotten it, and to change their password.

It provides you with the necessary tool to administrate your members archive by being able to delete, or
edit a user’s details, including his “status”.

Since this script is based on PHP code, all the script pages, as well as the protected pages MUST be set to
have the .php extension.

Visual customization of the objects that form the script, is quite intuitive and you can experiment yourself. |
will limit in explaining how you can setup correctly the script and how you can create the necessary file
database, and will provide a generic procedure for the visual customization at the end of this tutorial.

What the script can do and what it can’t do (Please read!) : As mentioned, the script allows you to create a
members database and password protect the pages you like, so that only registered members can get
access to them. It also provides a “Single Protect” object (tool) which allows you to password protect a
page with a hardcoded password (the password is included in the protection code, and it is not included in
the members database file). It is based on a flat file, in other words on a text file that contains the members
details. As such, the database file MUST have a “strange” name in order that no one will be able to guess
the file name and retrieve the members details. However, for security purposes, the passwords are
encrypted before being stored in the file.

Activation of each account can be either immediate (the “status” is set to “Active” ), or manual, after the
Administrator reviews the account details. It doesn’t distinguish members in groups, so you can’t set
different access levels, nor does it support paid memberships, meaning that if you want members to pay,
you need to create payment buttons, and manually set the account status to “Active” after you have
payment confirmation.

The script can’t accept additional fields. It will not allow for searches (queries), nor will it allow for members
Profile Pages or Members List (at least not for now). It also will not allow you to redirect each user to a
specific page of his own (though | will display, at a later stage, a method for doing this, if necessary).

Functionality:

The script consists in a number of objects that each allows you to achieve a specific task. EACH object must
be in a page of its own, so don’t add objects in a single page. Let’s see the available objects:

1. The Signup object: P— ——
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Picture 1.

This object allows potential members to signup themselves. So you need to create a page that will allow
them to do so. Let’s call this page with the same name as the object, “signup”. Drag the object in your page.

When you do, the object will create in your page, a “signup” form ( see Picture 2).

The available fields, are: Full name, Username, Password, Confirm Password, Email. Each of these titles can
be changed through the object properties dialog box. Just double click the object and set the labels as you
wish.
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Picture 2.

You can also set up the text of the error messages, as well as your email address (where you will receive a
notification email upon a new registration.

Of course, you will need to add a link from your other pages to this page, so if a visitor wants to register he
can click and get redirected to this page.

The MOST important thing about this page, is the database file creation. To create the members database
file, double click the object and the properties dialog box will appear (see Picture 3).

As you can see, in the very bottom, left, there is a button “Create Database...”.

i Signup Properties & |£ 1
PasswordInvalidErrorText l Password is not valid, please check and try a" |
PasswordLabelText Password:

Spacing 4

TextColor I 006BFS

TitleColor (] BFDEBFF

TitleTextColor I 00GEBFS

TitleText Sign up for a new account

UsernameAlreadyUsedErrorT ext Username already used. Please select anothe

UsernamelnvalidErrorText Username is not valid, please check and try ¢ | _
i UsernamelabelText User Mame: 1 l

B Behaviour
AdminAccountActivation False
Database Susersdb.php

DestinationPage
E Button Style

BackgroundColor [ ] FFFFFF
BorderColor ] BFDEFF
BorderWidth 1~

/
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Picture 3

Click it and BV will display the window seen in Picture 4:

i a3
Create Data File Wizard - Step 1 of 3 . X
Enter the name of the file:
Filename: my_strange_name_db phpl|
ndietro Avanti = ] [ Annulla
Picture 4

Do NOT leave the default name (usersdb.php). Provide a “strange” name like “my_strange_name_db.php”
or “users_953Alpha_Mysite_.php” for security reasons.

Click on “Next”. You will see a window similar to the one used for publishing. Select your IP address and fill
in your hosting account username and password, then click on “Next” (See Picture 5).

" N
Create Data File Wizard - Step 2 of 3 - X
Select the IP address of your website and enter your usemame/password.
Server IP: 75.126.124.162 -
Usemame: abcdefgh
Pasgword: O
< Indietro ][ Avanti = ] [ Annullz

Picture 5



BV will connect to your site and will display all available folders in the root directory. Double click on
“public_html!” . After that, when the list of folders under ”public_html” appears, click on “Finish”.

Create Data File Wizard - Step 3 of 3 |._23 |
Select the remote folder and click "Rnish’ to create the data file.
MName Size Date = Mew Folder...
=D .. [UP-DIR] 04/01/201013.15 L |
|2 smileys [SUB-DIR] 04/03/2008 2.00 1
|Zhbluevodastuff [SUB-DIR] 02022007 2.00
[ cagibin [SUB-DIR] 301272008 2.00
|2 dbtechnosystems [SUB-DIR] 301272005 1654
[dbts_fp [SUB-DIR] 05/03/2008 2.00
|2 download [SUB-DIR] 02022007 2.00
[Chfranchiseexplosion  [SUB-DIR] 02022007 2.00
| franchiseexolosion0l [SUB-DIRT  02/02/2007 2.00 v
Path: Jpublic_html/my_strange_name_db php
< Indigtro “ Fine I [ Annulla
Picture 6

If the login script is installed on an add-on domain, you should take one more step, that is, double click the
add-on domain folder name, before clicking on “Finish”.

At this point, BV will create an empty Database file with the name you have selected. You should write
down the filename that you used, as you will need it for the other objects of the script.

Just for verification purposes, connect to your hosting account with FTP and browse to see if the file has
been correctly created. Check also that its permissions are set to 644.

Important: when a user signs up, the script will add his details in the database file. At this point, there are
three things that worth mentioning (see Picture 7):

AdminAccountActivation: Setting it to False will result in automatic activation of the new account (Status =
Active) , setting it to True will instead result in setting the account status to “Not Active”. If you want to
review the new account details before it becomes active, you should set it to “True”.

Database: you should provide the database filename as you have created it.

Destination Page: This is the page that the new member will see after he signs up. Depending on the
activation you have selected, you should prepare a page that will inform the new member that his account
is active OR that his account will be reviewed by the Administrator before activation. With reference to the
above picture | have named this page “signup_confirm.php”.

If everything is ok, your signup page is ready (of course, you might want to proceed to visual customization
of the page and object, but we will not further extend on this).
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This object will create the necessary login form for your members to login (see Picture 9). You can set the
text titles and customize it visually as required by double clicking it and setting its properties as required. To
do this, double click the object and the properties window will appear (see Picture 10).The important things
are:

ButtonType Button A
PasswordLabelText Password:
RememberMeText Remember me
Spacing 4
TextColor B COGEFS
| TitleCalor ] BFDBFF
TitleTextColer B 00GEFS
TitleText LogIn
UsernamelabelText User Mame:

E Behawviour

Database J/my_strange_name_db.php

DestinationPage ﬂ destination_page.php
ErrorPage ‘/_w access_denied.php
DisplayRememberile ",4-—-"" True
B Button Style
BackgroundCelor ] FFFFFF
BorderCalor [ ] BFDEFF

BorderWidth

Picture 10

Database: this is the database filename, as you have created it, in our example it is
“my_strange_name_db.php”

Destination Page: This is the page where users will be redirected after a successful log in. This should be
the member’s “homepage” with a menu that will allow members to navigate through the protected pages.
In our example, we have called it “destination_page.php” but it can be any page you wish.

Error Page: this is the page where the members will be redirected if the log in is not successful (wrong
details, or non existing details). This page should simply contain a message to the member saying that he
either typed in wrong details, or he is not registered. Usually, in this page, you should also have a link to the
registration page and the “Forgot Password” page. In this tutorial, we have named this page
“access_denied.php” but you can name it whatever you like.

Display RememberMe: This option can be set to True or False. Depending on your choice, the Log In form
will display or not, a checkbox for the well known “Remember me” feature.



3. The Forgot Password object:
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Picture 11

This tool allows your members to reset their password. Since the passwords are stored in the database file
in encrypted format, there is no way that the script can actually re-send the current password to the user.
So, this tool will reset the password to a new, random one, and will email it to the member. The member
will then use this password to Log In, and then he can change the password to whatever he likes (see next
paragraph).

The tool will create a form with only an “Email” field and a Submit button.

[ BlueVioda - [reset_pass]
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Picture 12

The member will type his registered email address, and the script will browse through the database file to
see if it finds such an email address. If it does, it will reset the password and send an email address to that
email address.

As with all other objects, you can visually customize the object. Important points(see Picture 13):



Paszsword Recoveny . T

TitleText Forgot your password? -
Emaillabel Text Email:
B Behaviour

Database J/my_strange_name_db.php

DestinationPage ﬁ reset_confirm.php
ErrorPage /' reset_error.php

B Button Style

BackgroundColor [ ] FFFFFF

BorderColor [ ] BFDEFF

BorderWidth 1

Height 20 | =

Width 70
B Email

From webmaster@yourwebsite.com

Message /4-" Your new password for http://www.yourwek

Subject Mew password
B Textbox Style

BackgroundColor [ ] FFFFFF =
Button Style

o) [ Coed

Picture 13

Database: this is the database filename, as you have created it, in our example it is
“my_strange_name_db.php”

Destination Page: This is the page where users will be redirected after a successful password reset. This
should be a page with a message like "Your password has been successfully reset, and emailed to your
registered email address Please use the new Password to Log In, then you can change your password to
whatever you like”. In our example, this pages is named “reset_pass.php” but you can name it whatever
you like.

Error Page: this is the page where the members will be redirected if the Password Reset is not successful
(wrong or non existing email address). This page should simply contain a message to the member saying
that he either typed in wrong details or this email address is not registered in the database. In this tutorial,
we have named this page “reset_error.php” but you can name it whatever you like.

From: This is the email address that will appear as the sender of the email. Should be your own, real, email
address.

4. Change Password object: =
Login Tools * X
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This object allows your members to change their password on their own. It will create a form in your page,
as seen in Picture 15:
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Picture 15

As with all other objects, you can customize the labels (titles) of the fields, as well as colors and fonts. To do
so double click the object and the following Properties Window will appear:

Change Password Properties
Spacing 4
TextColor I 006BF5
TitleColor (1 BFDBFF
TitleTextColor I 006BF5
TitleText Change your password

Bl Behaviour
Database /__' J/my_strange_name_db.php
DestinationPage /,_' change_pass_confirm.php
Bl {Button Style|
BackgroundColor [ ] FFFFFF
BorderColor [ erpoeFF
BorderWidth 1
Height 20
Width 150
B Textbox Style
BackgroundColor [ ] FFFFFF
BorderColor [ BFDBFF
BorderWidth 1
Button Style

o) [ooes

Picture 16



You need to provide, as we did before, the database filename and the Destination page. This page should
be a page informing your member that he has successfully changed his password.

5. The Log Out object: Py By Gg @i@ g Wy Gs ]

Picture 17

This object allows your members to Log out. It will create a form in your page, as seen in Picture 18:
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Picture 18

There are no particular settings for this object, other than the visual ones and the Logout page (see Picture
19). The Logout Page should be another page, with a message to let your member know that he has been
logged out, OR it can be any other of the non protected pages (in example, your “index” page).
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B Appearance
BackgroundColor

BorderColor

[ EFFeFF
[ BFDEFF

BorderWidth

Font WYerdana; 10 pt
Buttonlmage

ButtonText Logout
ButtonType Button
TextColor I 00GEBFS

E Behaviour

LogoutPage /' logout_confirm.php

Behaviour

0K || Cancel

Picture 19

6. Protect Single Page: Py By 65 @) @Y Gy Sy ﬂ!: _

Picture 20

This tool allows you to create a password based protection for single pages. It doesn’t use any file, and the
password that is necessary to access the page is hard coded in the page itself. When the user that should
access the page tries to do so, it will display a form for the necessary log in. In fact, before logging in, you
will see this form:

This page is password protected.

Fassword: | Login

Picture 21

So you will need to provide the necessary password to be allowed access.



In your BV page, you will see just something like the following:
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Picture 22
You can make the protection object as small as you like, and place it anywhere in the page.

You can customize the look and set the password by double clicking on the object. The following Properties
window will appear:

Single Page Protect Properties [==]

B Appearance

Font Verdana; & pt
ButtonText Login
PasswordLabelText Password:
TextCoelor [ 535353
TitleText Login
B Behaviour
IntroMessage This page is password protected,
Password y_pass
PasswordInvalidErrorTest 'ﬂ’" The specified password is invalid!

| ok || Cancel

Picture 23



As you see, you need to set the password that will allow access to the page.

7. The Protect Page object: @y 3, G5 @) @7 Ga) §a &) _

Picture 24
This object allows you to password protect your pages.

It will verify if the user trying to reach the page is logged in. If he is, it will allow access to the page. If he is
not, the script will redirect the user to the so called “Access denied” page. Usually you will need to have, in
that page, a link to the Login page.

Of course, you might avoid having such a page, but in that case, you will need to define, as “Access Denied”
page, your “Login” page. In that case, set as “Access Denied” page, the “Login” page in the object
properties.

Just drag and drop the object anywhere in your page. You can make it as small and place it anywhere you
like.
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Picture 25

Double click the object and set the Access Denied Page. As mentioned, this page is simply a page that
informs the visitor that he has no permission to reach the requested page because he is not logged in. You
would normally have links to both the Log In and the Registration pages. Or, make the “Access Denied”
page to be your “Login” page.



Protected Page Properties @
=
AccessDeniedPage access_denied.php
Picture 26

8. The Admin object: % 'ajl ﬁl_g-l ﬁdl @k.j @ﬂ @ ﬂg B

\ Picture 27

This is the “core” of the script. Drag the Admin object in your page. The screen that you will be seeing in BV

will look like the following Picture 28:
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Picture 28

This object allows you to administrate your members. From here you can Add, Edit or Delete a user. It will
display a list of all your users, with links for Edit or Delete user. It also contains, at the bottom, a link to
Create New User and a link to Logout.

Please note that the page you will create for the Admin, is only a simple “container”. The actual code is
NOT contained in the page itself, but it is displayed in an Inline Frame, which will take the same space as
the object in your page. So make it large and high enough to display a sufficient number of users. The I-
frame will display scroll bars, if necessary, to allow you to scroll down and see the rest of the users that are
not immediately visible.

Double click the object and you will see the Properties Window, which looks like the following Picture 29:

e

Admin Propertie

Bl Appearance

BackgroundColor [ ] D9EBFF
BorderColor [ ] BFDEFF
BorderWidth 1
Font Yerdana; & pt
| TitleCalor [ BFDBFF
I TitleTextColor I 00GEFS
TextColor Il 000000

B Behaviour
AdminPassword my_own_strange_password

Database Jmy_strange_name_db.php

FrameMame ﬁ loginadmin

Behaviour

Picture 29
Make sure to provide a “strange” password, for security reasons.

Also type in the Database filename, as you have created it previously. In our example, this was
“my_strange_name_db.php”

You can also change the name of the I-frame, if you wish. The default name is “loginadmin”. You can leave
it as it is, as there are no security issues with the frame name.



At this point, if you have also created the various error and confirmation pages, as suggested in the above
paragraphs, your work is done. You can publish your pages and go live!

Troubleshooting:

1. The most common issue you might have to deal with, is that the the script displays, at some point,
“Database file not found”. This is almost always due to one of the following:

The database file has not been created
The database file has been created, but in a different location / folder than the expected.
The database file has wrong permissions (should be 644).

el A

The database file is created, but you have typed a wrong filename in the various objects
properties dialog window.

In all 3 cases, the steps to debug the problem is the following:

Connect to your site with FTP or File Manager. If you have LOTS of files in your hosting account, probably
File Manager will be your only option.

Browse to find the database file (in this example, “my_strange_name_db.php”

If found, check that it is in the same folder (public_html, or other) where the pages have been published.
Check that the file permissions are 644, and if not, change it to 644.

If you can’t find it, it needs creating. Repeat the step “Create Database” as explained in paragraph 1.

If, nevertheless, you still have issues creating this database file, you can follow this workaround:

Open Notepad. Of course, it contains nothing. Go to File > Save As = Select File Type: All files

Save the file as “my_strange_name_db.php” (of course, use the name you want to) .

2. A second issue is that some pages work and some others will not. In most cases, this might be due to
wrong database filename typed in the various objects properties.

Security:

Make sure that you use a “strong” password and a strange name for the database filename. Please note
that it is NOT necessary that you use the extension “.php” for the database filename. You can use your own
strange extension, like “.r12t”. In example, the filename can be “my_strange_name_db.r12t” . This makes it
extremely hard for any hacker to guess the filename and gain access to your protected pages. There are
others, more complicated ways to protect this file (in example, using an .htaccess file that disallows
external access to the file) but the “strange name” method is almost as secure, if you use a complicated
name and a strange extension.

For any questions or support, please post on the forum.

Have fun!



